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Ha Ne oT

VBaxkaeMmble Koyieru!

B coorBercTBMM ¢ TNHUCbMaMHM ~ MHHHUCTEpCTBa  HHU(PPOBOrO  Pa3BUTHS,
UH(OPMAIIMOHHBIX TEXHOJOTMA M CBsA3M PocToBCckol oOnactu (manee — MHUHIUGPHI
ob6mactr) oT 21.11.2024 Ne 18/4265 n ot 21.11.2024 Ne 18/4268 06 yrpo3ax 6€30macHOCTH
uH(opMaIu, Coo0IIar0 ClIEIYIONIEE.

AHanmu3  JeWcTBHM  3apyOeXHBIX XAaKepCKUX TIPYIIHUPOBOK MOKa3al, YTO
KOMIIBIOTEPHBIE aTaKh COBEPIIAIOTCS 4Yepe3 MPOMEXKYTOUYHBIE Y3ibl ceTu «HHTepHeT»
C MCIOJIb30BaHUEM MPOKCH-CEPBEPOB.

OCHOBHBIMM TPUYMHAMH YCIICIIHBIX MOMBITOK peaau3alid KOMIIbIOTEPHBIX aTak
Ha uHPpacTpykTypy Poccuiickoit deaepaiuu sBisitoTCs:

HU3KUH YPOBEHb KOMIIETCHIIMM II0Jb30BATEIIE B BONPOCAX MPOTUBOACHCTBUS
yIrpo3aMm NPOBEACHUS XaKEPCKUX aTak;

OTCYTCTBHE  A(PHEKTUBHBIX  CPEACTB  MPOTHUBOJCUCTBUS  KOMITBIOTEPHBIM
WHIIUJICHTaM;

HEJOCTATOYHBIA YPOBEHb YKOMIUIEKTOBAHHOCTH OpPraHOB BIIACTH COTPYJHUKAMHU,
OTBETCTBEHHBIMU 3a obOecreueHre UHGOPMAIMOHHONW O0€30MacHOCTH W/WIM BO3JIOKEHUE
TaKOBBIX 00S3aHHOCTEN Ha JPYTUX CICIUATUCTOB.

CorynacHO peKOMEHJalUUsIM MHUHIU@PBI 00JacTH B UENSIX CHUXKEHUS YIrpo3
uH(pOpMAIIMOHHOW  0€30MacHOCTH HEOOXOJAMMO HCHOJb30BaTh CPEACTBA  3AIUTHI
uH(bOpMAaIMKY, BBITIOTHAIOMNUE (QYHKIIMM MOHUTOPUHTA TOJJIMHHOCTH OTIPABUTENS
COOOIIEHUSI DJIEKTPOHHOM MOoUTHI Mo npoTokoiaaM «Domain Keys identified mail», «Sender

Policy framework», «Domain-based Message Authentication reporting and conformance»,



2

cpenctBa mpoBepku URL-anpecoB B xoje MOTOKOBOM (UIBTpaIlMi UHTEpHET-Tpadduka
U yopaBieHHs JTOCTYNoM mnojb3oBareneil B cetb «MHTepHer» «Secure Web Gateway»
«Next-Generation firewall», «Secure Access Edge», mpoTuBoaeiicTBus yrpo3am u 11eJIEBBIM
aTakaMm, a TaKKe aBTOMaTH3allMd OMNepaluil ¢ yu4eToM OCOOEHHOCTEeH MHQPaCTPYyKTYphl
«Endpoint Detection and Response».

Kpome Toro, cineayer yaanuTh Ha pabodyux MecTtax pabOTHUKOB yCTaHOBJIEHHOE
MHOCTpPAHHOE TpOrpaMMHOE obOecreueHne, oOecrneunBaroiee I0CTYI K MePCOHATBHOMY
kommbroTepy: «Hola VPNy, «Media Get», «Bright VPNy», «Format Factorey», «Zipsofty,
«K-Lite Codec Pack».

Nudopmanuio o mnpoBeAaeHHOW paboTe HEOOXOAMMO HANpaBUTh B YIpaBJICHUE
UHGOPMAITMOHHBIX TEXHOJIOTUH AJIMUHUCTpanuu ropozaa PocroBa-Ha-/[ony

B CpoK 10 16.12.2024.
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